
Improving Maritime Digital Skills
Turning Research into Operational Practices



Cyber Security Training and Awareness

UK Government listed training and awareness as one of the 
core components of Protecting against Cyber Attack

UK Government Cyber Security Strategy 2022-2030

“…shall identify when basic cyber hygiene procedures are not in 
place onboard.” including: Passwords on display, reliance on USBs

USCG CVC-WI-027(2) - 2020 



Appropriate Training

Type of 
Knowledge

Amount of 
Knowledge

Management 
Level

Operational 
Level

Support 
Level

Specific knowledge 
about numerous 

process and 
procedures

Broad knowledge 
about systems in 

area of responsibility

Broad, generalised 
understanding



Consider the Scenario…



Need for a Holistic Approach

• Penetration Tester

• Security governance, risk, compliance and 
legal

• Security architect

• Security operations

• Security or software engineer

• Threat analyst

• Network security

• Incident management, response and 
recovery

• Harbourmaster

• Pilots

• Customs staff

• Search and Rescue 
Crews

• VTS operators

• Port operatives

• Passenger operatives

• Engineers

• Administrative staff

UK Government Cyber Security Skills
in the UK Labour Market 2022

• Ships Master

• Chief Engineer

• Crew

• Vessel systems

• Ship Owner

• Ship Operator

• System designer

• System integrator

• System maintainer



Cyber-SHIP Lab

Ship SimulatorsCyber-range lab

MaCRA
Risk assessment

Autonomous/Remote control 

Drones MAS

Database Scenarios Training

Profiles Reports

Tools

Smart
sound

Exploits

Shipping Operators (Civil and Defence), Equipment Manufacturers, Regulators, Insurers

Shipping Operators (Civil and Defence), Equipment Manufacturers, Regulators, Insurers

The Plymouth ‘Teaching Ecosystem’
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